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METHOD AND SYSTEM FOR
DISTRIBUTING IMAGE-BASED CONTENT
ON THE INTERNET

protecting images from Wrongful copying and reuse have
not kept pace. In this regard, it is knoWn in the prior art to
limit access to certain image content on an all or nothing

basis. Thus, for example, access control technology, such as
ACLs, are used to restrict certain content to certain autho
riZed users. Such techniques either provide access to the

BACKGROUND OF THE INVENTION

images or they do not. Another approach to distribution of
image content is described in US. Pat. No. 5,760,917 to
Sheridan. This patent discloses a distributed system that

1. Technical Field

The present invention relates generally to distributing
image content over a computer network. More speci?cally,

the invention relates to protecting images via a policy-based

10

multiple versions of an image.
2. Description of the Related Art
The World Wide Web is the Internet’s multimedia infor
mation retrieval system. In the Web environment, client
machines effect transactions to Web servers using the Hyper
text Transfer Protocol (HTTP), Which is a knoWn application
protocol providing users access to ?les (e.g., text, graphics,

images. The third party is then noti?ed of his or her access
rights. That noti?cation may include a loW resolution ver
15 sion of all or some of the images. In another technique, as

described in US. Pat. No. 5,784,461, an encryption tech
nique is used to secure high resolution images stored at an
image ful?llment center. A permitted user is sent a loW

resolution image, together With information that enables the

images, sound, video, etc.) using a standard page description
language knoWn as Hypertext Markup Language (HTML).

user to decrypt and access the high resolution image. A
similar technique is described in US. Pat. No. 5,699,458,
Wherein images are encoded and users may only be alloWed
access to a loW resolution image (i.e. a thumbnail) or the

HTML provides basic document formatting and alloWs the
developer to specify “links” to other servers and ?les. In the
Internet paradigm, a netWork path to a server is identi?ed by
a so-called Uniform Resource Locator (URL) having a
special syntax for de?ning a netWork connection. Use of an

25

HTML-compatible broWser (e.g., Netscape Navigator or

entire image, depending on the encoding scheme used.
While such techniques do provide secure and limited
access to different image versions, they typically require

complex and costly protection schemes. Moreover, these
techniques often require specialiZed softWare at the client,

Microsoft Internet Explorer) at a client machine involves
speci?cation of a link via the URL. In response, the client
makes a request to the server identi?ed in the link and, in
return, receives in return a document or other object for
matted according to HTML. A collection of documents

Which is undesirable.
There remains a need to provide an image distribution
technique for the Internet that is lightWeight, that uses

existing protocols, and that is completely transparent to the
end user. This invention solves this important problem.

supported on a Web server is sometimes referred to as a Web

site.
One of the technical advantages of the World Wide Web

controls access to images stored at a central hub. A content

provider de?nes a set of access rights (e.g., vieW, print,
copy) for given third parties that are permitted access to the

set of credentials that results in the distribution of one of

35

is the ease With Which digital content (e.g., images, graphics,
sound, video, movies and the like) may be transmitted and

BRIEF SUMMARY OF THE INVENTION

The present invention protects images via a server-based
policy that results in the selective distribution of one of

distributed to many users. Indeed, copying a digital ?le is as
easy as clicking on a computer mouse. Copyright laWs afford

multiple versions of an original image. The policy includes

a copyright oWner the exclusive right to reproduce the

a set of one or more rules that each include given criteria.

copyrighted Work in copies, to distribute such copies, and to
publicly perform and display the Work. Each time a digital

When a request for a Web page is received, a given rule in

?le is transferred over the Internet and copied into memory
of a user’s computer, the copyright oWner’s exclusive repro

duction right is implicated. Indeed, in an open system (e.g.,
a personal computer accessing the World Wide Web through
an Internet Service Provider (ISP)), copies of copyrighted

45

materials can undergo unlimited further copying and trans
mission Without the ability of the oWner to collect appro
priate compensation. In addition, a site need not even host
given content to cause infringement if it includes links to

the set is evaluated against client-speci?c data (e.g., such as
the identity of the referring page) obtained from the client
request. If a condition of the rule is satis?ed against the
client-speci?c data, a given restriction may be imposed on

the image distribution.
Thus, the rules in the policy determine Which version, if
any, is served in a given page. Thus, for example, a given
policy may include a rule that a given image is not distrib
uted from the server to any referring pages outside of a given
domain. Another rule may restrict distribution to a modi?ed
version of an image, e.g., a version that is overlaid With a

such content.

company logo or Watermark, to any client machine that is

Many content providers naturally are hesitant to make

Presently, Internet commerce remains highly unregulated,

not on a permitted list of IP addresses. Yet another rule may
restrict distribution to a loW resolution version of the image
to any referring page that is Within a given third party
domain. Of course, the above examples are merely exem

and there is no central authority for managing collection and

plary.

allocation of content provider royalties. Moreover, While
publishers and content rights societies and organiZations are
attempting to address the legal and logistical issues, the art
has yet to develop viable technical solutions.

invention, the Web server administrator may develop an

their copyrighted Works available over the Internet due to
the ease With Which these materials may be copied and

55

Widely disseminated Without adequate compensation.

Thus, With the policy-based implementation of the present
access policy comprising a set of one or more rules that limit

hoW an image is distributed from the server in response to

Protection of image content is of special concern to
content providers. The groWth of electronic commerce in

particular has been fueled in large part by the Widespread

65

client-speci?c data included in server requests received from
Web clients in the netWork. The respective access policy may
be based on given client-speci?c access criteria, e.g., the

availability of image content on the Web. While copyright

identity of the referring page, the client machine IP address,

provides signi?cant protection for images, techniques for

an ISP identity, a user identi?er such as a cookie, the

US 6,704,797 B1
3
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existence of a user authentication, or the like, however, the
client-speci?c access restriction need not be exposed to the

services. Thus, for example, broWsing is effected using the
Hypertext Transfer Protocol (HTTP), Which provides users
access to multimedia ?les using Hypertext Markup Lan

requesting clients.

guage (HTML). The collection of servers that use HTTP

In accordance With an embodiment of the invention, a

comprise the World Wide Web, Which is the Internet’s
multimedia information retrieval system.

method of restricting access to an image begins by estab
lishing a distribution policy at a server. The policy de?nes at
least one rule that de?nes criteria for permitted distribution

A representative Web server 20 is an IBM Net?nity server

comprising a RISC-based processor 22, the AIXQ operating

of the image. In response to receipt of a request for the image
(or for a page that includes the image), the method parses the

request to identify speci?c data pertaining to the requesting

system 24 and a Web server program 26. The server 20 may
10

client. This data is then compared to the distribution criteria
in the rule. A given version of the image is then served as a
result of the comparison. The version may have been stored

extend and/or customiZe the core functionality thereof

through softWare programs including plug-ins, servlets, and

at the server or it may generated “on-the-?y” as the page is

served to the requesting client.
The foregoing has outlined some of the more pertinent

15

according to the present invention. Generally, the mecha
policy for a given image. The policy includes a set of one or
more rules. A given rule typically de?nes a criteria that
evaluates to a given true or false condition. Thus, if the
criteria for a rule is met, a given action is taken or not taken,
as the case may be, as de?ned by the rule. According to the

should be construed to be merely illustrative of some of the

more prominent features and applications of the invention.
Many other bene?cial results can be attained by applying the
disclosed invention in a different manner or modifying the

present invention, the criteria for a given rule is dependent
25

machine IP address, the identity of a third party service
provider (e.g., an ISP) that provides Internet service to the
client, the existence (or lack thereof) of a user

For a more complete understanding of the present inven
tion and the advantages thereof, reference should be made to

the folloWing Detailed Description taken in connection With
the accompanying draWings in Which:

authentication, a user identi?er such as a cookie, or other

such data. Of course, the above examples of client-speci?c
data are merely exemplary.

FIG. 1 is a simpli?ed illustration of a client-server envi
ronment in Which the present invention may be imple
35

components of the image distribution mechanism of the

present invention;

associated distribution criteria matches (or, alternatively,

FIG. 3 is a ?oWchart illustrating the basic operating

best matches) the client-speci?c data is then served. In an
alternate embodiment, a given image version (e.g., a loW

principles of the present invention;
FIG. 4 illustrates a representative interface for generating
a plurality of versions of a given image according to the

resolution copy of the original image) is generated “on-the
?y” in response to receipt of the client request.
In the preferred embodiment, the image version is served

present invention; and
45

distribution mechanism through Which a server administra
tor sets a distribution policy for a given image.

as a function of Where the user (ie the client broWser) last

visited before accessing the image. By Way of brief
background, When a user clicks on a hyperlink, a request is
sent to the server on Which the linked document is stored

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

A representative system in Which the present invention is
implemented is illustrated in FIG. 1. A plurality of Internet
client machines 10 are connectable to a computer netWork
Internet Service Provider (ISP) 12 via a netWork such as a

dialup telephone netWork 14. As is Well knoWn, the dialup
telephone netWork usually has a given, limited number of

In a preferred embodiment, a set of image versions are
stored at the server. A given image version may then be

associated With given client-speci?c data. When a given
client request for the image (or for a page that includes the
image) is received at the server, the image version Whose

FIG. 2 is a block diagram of the various functional

FIG. 5 illustrates a representative interface for the image

on client-speci?c data associated With a given client request
to the server. Thus, for example, representative client
speci?c data include: an identity of a referring page (ie the
page from Which the link to the server Was selected), a client

BRIEF DESCRIPTION OF THE DRAWINGS

mented;

the like.
One such program is an image distribution mechanism
nism enables a server administrator to create a distribution

objects and features of the present invention. These objects

invention as Will be described. Accordingly, other objects
and a fuller understanding of the invention may be had by
referring to the folloWing Detailed Description of the Pre
ferred Embodiment.

include an application programming interface (API) 28 that
provides extensions to enable application developers to

55

connections 16a—16n. ISP 12 interfaces the client machines
10 to the remainder of the netWork 18, Which includes a
plurality of Web content server machines 20. NetWork 18
typically includes other servers for control of domain name

requesting the contents of the referenced document. This
request takes the form of a command (usually GET or
POST) and a set of headers that provide additional infor
mation for processing the command. One of the headers that
is sent When a link is folloWed is the “Referer” header, Which
speci?es the URL of the document from Which the link Was
folloWed. For example, if the user is reading a document
With a URL of http://WWW.cross-site.com/home and folloWs
a link that takes him to the URL http://WWW.cross-site.com/
support, the request for this support page Will include a

“Referer” header that speci?es http://WWW.cross-site.com/
home as the referring document. In an HTML document,

resolution, routing and other control functions. A client
machine typically includes a suite of knoWn Internet tools,

images to be displayed are speci?ed using an <IMG> tag
that speci?es the URL of the image to be displayed. When

including a Web broWser, to access the servers of the

a broWser loads a page With <IMG> tags in it, these URLs
are accessed to load the corresponding image, and in this

netWork and thus obtain certain services. These services

include one-to-one messaging (e-mail), one-to-many mes

saging (bulletin board), on-line chat, ?le transfer and broWs
ing. Various knoWn Internet protocols are used for these

65

case, the HTTP request for the image speci?es the HTML
document as its referrer, using the same “Referer” header
mechanism described above.

US 6,704,797 B1
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In this Way, a server that implements the image protection
scheme described herein examines these “Referer” headers
Whenever an image request is received. It determines if the

The routine then continues at step 46 With the image
distribution manager aWaiting receipt of a request for the

request comes from a local server, or from someWhere else,

form of a request for a Web page that includes the image,
although this is not a requirement of the invention. In some
cases, e.g., Where the base Web page is located elseWhere,

image. Typically, the request for the image is received in the

and takes the appropriate action.
Referring noW to FIG. 2, the image distribution mecha
nism may be implemented most conveniently in softWare,
namely, as a set of instructions that are executed in a

processor. A particularly preferred implementation is as a
Java servlet. Alternatively, the mechanism may be imple
mented in native code. Thus, for purposes of illustration,
FIG. 2 shoWs the mechanism 25 as being resident in system

10

memory (e.g., RAM) 27 associated With a given processor
22 operating Within the server platform 20. The mechanism
25 includes several functional components: an image distri
bution manager 30, a policy interface manager 32, an access

the request may be speci?cally directed to the image URL.
When a request for the image is received, the image distri
bution manager determines Whether the requested URL has
an associated distribution policy. This is step 48. If not, the
routine branches to step 50 and returns the requested object.
If, hoWever, the outcome of the test at step 48 is positive, the
image distribution manager launches an instance of the
access manager. This is step 52. At step 54, the access

15

manager parses the request for given client-speci?c data. At
step 56, the access manager performs a test to determine
Whether the policy has more than one rule. If so, then the

manager 34, and an image version generator 36. The image
distribution manager 30 is the high level control routine.
When the inventive functionality is accessed (e.g., via a

routine gets the next rule at step 58. At step 60, the rule is

evaluated against the client-speci?c data. Step 60 is also

menu on a server GUI), the image distribution manager calls

reached by a negative outcome to step 56. At step 62, a test
is performed to determine if there is a match. If not, the
routine returns to step 58 to fetch the next rule. If there is a
match betWeen the client-speci?c data and the distribution
rule, the routine continues at step 64 to retrieve a given

the policy interface manager 32. The policy interface man
ager 32 provides a convenient user interface by Which a
server administrator or other may generate an access policy

for a given image or image type. As Will be seen beloW, the
policy interface manager 32 presents a series of display

panels or screens by Which the user can de?ne the access 25 image version. This image version is then served (alone or

Within a Web page) at step 66 to complete the processing.

policy. The access manager 34 is a routine that controls the
actual distribution of the image version. The access manager

FIG. 4 illustrates a representative user interface that is
useful in generating a set of one or more image versions. The
interface includes a number of conventional display con

compares client-speci?c data associated With a given client
request to the rules criteria of a given policy and selects the
image version to serve. The image version generator 36 is
used to create the plurality of image versions that are
required. The generator may operate as the Web page includ

trols. A URL ?eld 70 is included for entry of a given image
object. The user may also select a BroWse button 72 to

search for a given image object for local storage. Underlying
the URL ?eld 70 is a set of controls for de?ning a set of

ing the modi?ed image is being served. As illustrated in FIG.
2, the different versions 38a—38n are also supported in
system memory or some other storage (e.g., hard disk,

35

optical disk, ?ash memory, or the like).
FIG. 3 is a ?oWchart illustrating the basic operation of the
mechanism of the present invention. The routine begins at
step 40 by identifying a given image that is to have an

image versions. Thus, for example, if the user selects the
radio button 74, a loW resolution image version is generated.
A loW resolution image version itself may be of different
grades. Thus, the version may simply include a lesser
amount of colors, a lesser number of pixels, or the like. A

particularly poor resolution of the image may be served if it
is desired to incite the user to access the server from a

associated distribution policy. Typically, the image is located
at a speci?ed URL at the Web server. At step 42, the

particular domain.

administrator generates a set of one or more image versions.

If the user selects radio button 76, an outdated version of
the image, located at a URL entered in ?eld 78, is selected.

An interface for use in this process is described beloW and

Instead of entering information in the ?eld, the routine,

illustrated in FIG. 4. Thus, for example, an original image
may have a plurality of different versions, e.g., a loW
resolution version, a greyscale version, a version having a

45

alternatively, may simply retrieve a cached version of the
image With a given outdated timestamp. Any other conve
nient retrieval mechanism may be used to obtain the out

Watermark associated thereWith, a version consisting of only
a portion of the original image, an outdated version of the
image, a version having a given legend, such as a copyright

dated image version. Selection of radio button 80 generates
a greyscale version of the image. Selection of radio button

or trademark, associated thereWith, or the like. Of course,

82 alloWs the user to crop the image, e.g., by pulling up a
separate display panel from Which the user may select a

the above examples are merely illustrative. At step 44, the
administrator associates a given image version With given
client-speci?c data. This process is accomplished using the
interface described beloW and illustrated in FIG. 5. Thus, for
example, a given image version may be associated With any
requests for the original image that originate from a referring

given portion of the image (as the desired version). Versions
that include symbol overlays (e.g., a trademark, a copyright
symbol, a Watermark) may be generated using the listbox 84.
55

page outside of the server domain. As another example, the

given image version may be associated With any requests
that originate from a given IP address, a given user group,
or the like. Of course, a ?rst version of an original image
may be associated With ?rst client-speci?c data While a
second version of the same original image may be associated

When the user is done generating the image version(s), he or
she selects the Save button 86. Each of the image versions
is then saved.
FIG. 5 illustrates a representative policy manager inter
face. When the user enters the URL of a given image into the

?eld 90, the listbox 92 is automatically populated With the
image versions. By selecting a given image version, the user

(namely, the client-speci?c data) for permitted distribution

may then associate the selected version With given client
speci?c data. In this example, the user has selected the loW
resolution version of the image. With this selection, he or she
may then associate this version With the client-speci?c data.
To this end, the user is given the choice of selecting given

of the image.

data. Selection of radio button 94 associates this loW reso

With second client-speci?c data. Thus, steps 42 and 44
enable the administrator to establish a distribution policy for
that image that de?nes at least one rule including criteria

65
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Similarly, a Web site that produces graphics displaying

lution image version With any referring page that is not
Within the domain identi?ed in the ?eld 96. An alternative is
to merely associate the full resolution image With a given
referring page. Selection of radio button 98 alloWs the

stock market performance might deliver up-to-date images
When referenced from its oWn Web pages, but deliver

delayed images (i.e., a version of the same graphic, but

administrator to associate this version With a given IP
address that is entered in ?eld 100. Selection of radio button
102 enables the administrator to associate this version With
a given user group identi?er. Of course, these examples are

based on less recent data) for any other request. In another
example, broWsers are reWarded (i.e. With full resolution

images) only if they navigate to a page in a certain Way (e. g.,

merely illustrative.
If desired, a more simpli?ed user interface may be used.

10

Thus, for example, the interface may simply identify a given
image (by URL) and include just a loW resolution selection
(or the like) that causes the loW resolution image to be
served unless the client request originates from an identi?ed
domain. It may also be desired to automate the setup
procedure. Thus, for example, the user may select an option

provides the alternate image version if it detects that the
client broWser is blocking a referral. Of course, these

examples are merely representative.
15

As noted above, the inventive mechanism is preferably
implemented Within a server. Thus, the invention does not

(not illustrated) that applies the given policy selection to all

require any modi?cations to conventional client machine
hardWare or softWare. A representative client is a personal
computer, notebook computer, Internet appliance or perva
sive computing device (e.g., a PDA or palm computer) that

images on a page or Within a given domain.

Thus, according to the present invention, the administra
tor may set up various restrictions, such as: limiting distri

bution of images to any referring pages outside the domain,
distributing only a “teaser image” to any referring pages
outside of the domain, distributing only a section of the
original image to any referring pages outside of the domain,
distributing only a section of the original image to any
referring pages outside of the domain, or distributing a

through a home page of the site). In another example, a user
Within an intranet receives full resolution images While one
Who accesses the page via the public Internet receives loW
resolution images. In an alternative embodiment, the server

is x86-, PoWerPC®- or RISC-based. The client includes an

operating system such as IBM® OS/2®, Microsoft
25

WindoWs, Microsoft WindoWs CE or PalmOS. As noted
above, the client includes a suite of Internet tools including
a Web broWser, such as Netscape Navigator or Microsoft

Internet Explorer, that has a Java Virtual Machine (JVM)

modi?ed version of the image, overlaid With a company

and support for application plug-ins or helper applications.

logo, Watermark, trademark, or the like) to any referring

As noted above, the above-described functionality is

page outside of the domain. As illustrated above, these
restrictions are based on a simply policy mechanism built

preferably implemented as a Java servlet or as standalone

into the administrative portion of the server. Using the
interfaces, the user can customiZe the policy to affect single

implemented in softWare executable in a processor, namely,

code. Generalizing, the above-described functionality is

images or single referrers, for instance: “if the referring page
is outside of this domain and in the domain cai.com, and if

the image is the company logo, replace the image in the
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transfer With an alternative version of the logo.” Similar
types of complex policy rules may be associated With a

disk drive, or in a removable memory such as an optical disk

(for eventual use in a CD ROM drive) or ?oppy disk (for

given image version by modifying the user interfaces in a

eventual use in a ?oppy disk drive), or doWnloaded via the
Internet or other computer netWork.

Well-knoWn manner.

The present invention provides signi?cant advantages. It

In addition, although the various methods described are

protects images via a policy-based set of credentials that
results in the distribution of one of multiple versions of the

conveniently implemented in a general purpose computer
selectively activated or recon?gured by softWare, one of
ordinary skill in the art Would also recogniZe that such

original image. It is also lightWeight, uses existing protocols,
and is completely transparent to the end user. Moreover, the

invention solves the problems surrounding licensing and

as a set of instructions (program code) in a code module
resident in the random access memory of the computer. Until
required by the computer, the set of instructions may be
stored in another computer memory, for example, in a hard
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distribution of image content as it alloWs the server admin

methods may be carried out in hardWare, in ?rmWare, or in
more specialiZed apparatus constructed to perform the

required method steps.

istrator to selectively control hoW a given image is served
and to Whom it is served. It also alloWs the administrator the

Further, as used herein, a Web “client” should be broadly

advantage of alloWing for policy-based distribution that can

construed to mean any computer or component thereof

be customiZed as needed. This customiZation may be ?ne
enough so as to govern individual images, sections of

directly or indirectly connected or connectable in any knoWn

images, outdated versions of images, or the like.
The present invention is useful in many applications. With

the Internet. The term Web “server” should also be broadly

or later-developed manner to a computer netWork, such as

construed to mean a computer, computer platform, an
adjunct to a computer or platform, or any component
studio could place the image on one of their Web servers. 55 thereof. Of course, a “client” should be broadly construed to
mean one Who requests or gets the ?le, and “server” is the
Web pages Written by the studio to promote the movie Would
respect to a scene from a movie about to be released, a movie

entity Which doWnloads the ?le.

display the image in its original form. Business partners
(e.g., producers, distributors) could likeWise reference the

Having thus described our invention, What We claim as
neW and desire to secure by letters patent is set forth in the

image on the studio’s server and display it on their Web

folloWing claims.

pages Without modi?cation. RevieWers might be able to
reference the image, as Well, but have a copyright notice

What is claimed is:
1. A method for restricting access to an image served by
an image server, comprising the steps of:
establishing a distribution policy that de?nes at least one

automatically superimposed along the bottom. Fan sites that
reference the image URL might have the studio’s URL
superimposed over the image, as Well as the copyright
notice. Pages at a competing studio’s Web site might be
blocked altogether by responding to such requests With an
empty or blacked-out image.
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rule including criteria for permitted distribution of the
image, Wherein the distribution policy is established for
an access manager associated With the image server;
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criteria best matches the client-speci?c data, When the

generating an altered version of the image;
responsive to receipt of a request from a client for the

client request originates from the given referring

image, parsing the request to identify client-speci?c
data;

location, Wherein the means for serving is implemented

comparing the client-speci?c data against the criteria in
the rule and determining Whether the request originates
from a given referring location Wherein the given

means for serving the Web page together With an altered

at the server;

referring location is a given domain, Wherein the com

paring and determining steps are performed by the
access manager;

10

version of the image Whose associated distribution
criteria best matches the client-speci?c data, When the
client request does not originate from the given refer
ring location, Wherein the means for serving is imple
mented at the server.

serving a given version of the image as a result of the

3. A computer program product in a computer-readable

comparison and determination, When the request origi

medium for restricting access to an image served from an

nates from the given referring location, Wherein the

image server, comprising:

serving step is performed by the image server;

means for establishing a distribution policy that de?nes at

serving the altered version of the image as a result of the

least one rule including criteria for permitted distribu
tion of the image, Wherein the distribution policy is

comparison and determination, When the request does
not originate from the given referring location, Wherein
the serving step is performed by the image server.

established for an access manager associated With the

image server;

2. A server comprising:

means responsive to recent of a request from a client for

a processor;

the image for parsing the request to identify client

a storage for storing a plurality of versions of the image

speci?c data;

at the server; and

an image policy distribution application, comprising;
means for establishing a distribution policy that de?nes a

25

request originates from a given referring location,
Wherein the given referring location is a given domain,

rule including criteria for permitted distribution of the
image, Wherein the distribution policy is established for

Wherein the means for comparing and determining are

an access manager associated With the image server;
means responsive to receipt of a request from a client for

implemented by the access manager;
means for serving a given version of the image as a result

a Web page that includes the image for parsing the

of the comparison and determination, When the request

request to identify client-speci?c data;

originates from the given referring location, Wherein
the serving step is performed by the image server;

means for comparing the client-speci?c data against the
criteria in the rule and determining Whether the client

request originates from a given referring location,
Wherein the given referring location is a given domain,
Wherein the means for comparing and determining are

implemented by the access manager;
means for serving the Web page together With a given
version of the image Whose associated distribution

means for comparing the client-speci?c data against the
criteria in the rule and determining Whether the client

means for serving an altered version of the image as a
35

result of the comparison and determination, When the
request does not originate from the given referring
location, Wherein the serving step is performed by the
image server.

